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Three on-fire fraud trends burning credit unions
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All digital, all the time
Card not present (CNP) and digital wallet fraud

Last year, CNP fraud accounted for 

$5.7 billion in fraud losses

Approximately 70% of all fraud 

investigated by Co-op is CNP fraud

CNP losses in the US alone will top

$165 Billion by 2032*
*Source: Nielsen

WHY?

Profound shift in consumer

purchasing habits since COVID

Missed steps in security due to rapid 

rollout of new payment systems

Source: Insider Intelligence
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Fraudsters turn up noses at 

payments systems
Phishing, vishing and smishing scams

▪ Significant shift in the way attackers get to 

consumers’ bank accounts

▪ They are looking for data that can trick people in 

to handing over their account details 

▪ Consumers expect their FIs to have their backs 

when they are stolen from

▪ P2P liability shift coming later this year with 

several consequences
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Impersonation is getting easier
Account takeover fraud

Analysts expect ATO fraud to increase for four 

reasons:

1. Digital adoption continues to increase for 

consumers and retailers

2. Vulnerable passwords continue to be the go-to 

authenticator

3. Fraudsters are patient

4. Impersonation of legitimate account holders is 

getting even easier with the democratization of deep 

fake technology 

Restricted



Restricted

How to battle back

Layers enable agility
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HUMANS ARE GOOD AT… MACHINES ARE GOOD AT…

The smell test Scale Great member experience

Finding the red needles Efficiency Fewer financial losses

Feeding the models Cost reduction Happier fraud fighters
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Cardholder education
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Self-service fraud 
fighting tools
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Layered rules

EMV 3DS OTP
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Layers of the future

Tech to keep an eye on
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Questions?
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Thank you!
Nicole Reyes

Nicole.reyes@coop.org
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